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1.4.  Requirements Covered in this Paper
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1.1. Introduction

The Security topic addresses the design of a security structure that supports all
functional and reporting security requirements. This structure manages thigysecur
rights for all employees who require-bne access to Florida Safe Families Network
(FSFEN). Each employee who is given access to FSFN will be a user.

Security is necessary to ensure that authorized users have access to the information
required to prform the work inherent to their job class. The foundation of the FSFN
ontline security is made up of:

A User groups, composed of one or more Security Profiles,
A Security profiles composed of system resources,

A Job Classeglease refer to CM18: Manage Wer topid, controlling ability
to perform assignments and approvals, and

Worker assignments

User groups and security profiles determine the ability of a user to access pages and
reports. User groups and secobclassand profi |l es
assignment status relative to the specific piece of work, determine the ability of the

user to view, create, update, and delete information in the system and to execute

approvals of specified pieces of work.

A security profile defines secuyifor one or more resources in the system, and can be
pages and/or reports. The security profile explicitly identifies the types of system
resources @ges, reports, ad hoc report views) that are accessible.

User groups are made up of one or more secprifiles. Each individual user may

have one or more unit assignments within the system; each of these unit assignments
is assigned to one user groupor example, a user may have a unit assignment of
Investigator in Unit A and a unit assignment for-Gaing Services worker in Unit B.

The user group defined for investigators will contain those security profiles
appropriate to their needs for access to the system and functions. A separate On
Going Services user group will be defined and will be composedauirity profiles
appropriate to their access requirements. This would mean that when logged in as an
Investigator, the user is assigned to the Investigations user group and would be able
to access those pages defined in the Investigations securityeprafilly. The
following figure displays the FSFN security structure:

CMO9i Security May 12 2017
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Two special functions are controlled outside the user group based security-model
ability to perform assignments and approval capability and levels. Job classes are
defined in thesystem with designation of whether or not users with a specific job
class can make case and provider assignments. The job class also defines what level
of approval authority they have. Employees receive a specific job class for each of
their worker unit asignments and this job class defines their ability to perform
assignments and to execute approveiee( CM18-Manage Workerand CM19 -
Approvalstopic papers for more information.)

Worker assignments (discussed in detail in @d02: Worker Assignmerdesign

topic) then define the specific case or provider whose data a worker may update.
However, every worker will not receive assignments in FSFNhes@assignment of a
worker to the appropriate unit and user group is the minimum requirement to gain
acces into the system. Both the Investigative workers and th&@Qing Services
workers receive assignments to a specific case, and this authorizes them to update
that case information elme. However, the Hotline Counselor receives a system
generated aut@assignment to perform the Intake function. Since the Hotline is
assigned to the Intake function (unit, user group, and security profile), he or she is
granted sufficient authorization to capture the Intake Referral information without the
requirement of aanual assignment.

As an example, only a counselor assigned to the Hotline user group can access pages
to create Intake and Allegations informati@i.the same time a worker assigned to

the Investigative user group can access the same pages to readotimation

already created in the system. The logic for the pages that support the Hotline
function examines the security information of the worker who accesses the system
and provides access to the page accordingly.

If a user who tries to access thetliw function pages has Hotline authorization, the
logic behind these pages knows that this user can create information on the page as
well as read asting information. If an O+Going services worker assigned to a case
now in OnrGoing services wishes tead the information captured in the Intake, the
system allows that assigned worker to do so. However, that same user would not be
able to update the Hotline pages, since they are assigned to 4Beidn Services

user group and not the Hotline user grou

An example of an exception to the requirement of a worker assignment to update a
case or provider record involves user entered Case Activity NotdsProvider
Activity Notes. Worker assignments are not required to update Case Activity Notes
or Provicer Activity Notes. Another exception to the assignment requirement for
updating records is that Primary or Acting Supervisors of a given unit may access and
update any cases within their own unit. (The processing which allows this exception
is described inthe Worker Assignment topic paper.)

CMO9i Security May 12 2017
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When it is necessary to grant a worker security access rights that deviate from those
allowed through the user @ip and the associated assigned security profile(s), the
FSFN Security administrator will either:

A Reasgjn that worker to another, more appropriate, existing user group that
grants the access that this worker requires; or

A Create a new user group and/or security profile that meets the worker's
security requirements, and reassign the worker to that septoftle.

Overall access to FSFN (login) is managed through a State of Florida LDAP. LDAP
controls access to applications, Web, and network resources across technical and
organizational boundaries.

Once in FSFN, the internal application security moduleomntrol what access each
worker has within the FSFN application. The system associates every authorized user
by linking their unique Florida UseDIto a corresponding unique FSFN Employee

ID. This link is stored in internal security tables and is ased by the security
module upon FSFN startup. Inside FSFN, each user is associated with one or more
worker unit assignments which in turn is associated to a user group with one or more
security profiles. Each security profile contains the pages that th&ew unit
assignment can view and/or modify.

The employee definition contains specific information about the individual employee
within FSFN such asLogin ID and work contact information. Additionally,
employees have unit assignments defined by a UnitjdD class, a security user
group, and a report profile. Based on the security profile, individual worker unit
assignments are given specific levels of security clearance that allow them to access
only certain FSFN modules and related data.

Examples of ecurity profiles include Hotline Staff, Investigators, and Case
Managers. If a user has a worker unit assignment defined as Hotline worker only,
he/she has the necessary security to perform only FSFN Hotline functions.
Furthermore, within a security groupe FSFN security module can be configured so
that certain workers can only inquire on data, while others can update the data. Only
authorized workers are allowed to modify or add individuals to FSFN security
profiles.

Il n addi ti on t @rofilehownenshspefrtie sasesalsacontrolstageess.

Even though a worker has update access to a particular page does not mean that the

worker can upda all other cases from that page. Security restrictions are also
associated wit h ovideeassigomehtse Foumlatccaa s e or pr
provider/case, a worker must be actively assigned to that case, or be the supervisor

or acting supervisor of the worker’”s wunit wh
“Pr i mar y CMO2:aNorkes Assignment

CMO9i Security May 12 2017
Topic Paper Pagel0 of 52



DERALy,

Qe

0‘ Nl
“en AND

MYFLEAMILIES.COM Florida Safe Families Netwkr

”‘0&1

JE5. 4

T
o
o

AP
e

1.2. Pages
1.2.1. Page —-FSFN Login

Jorida Sare Families Network HandBook (  Print & Audit B SpellCheck 4 Help ?

Usemame: I
Password: |

[submit ] “clar ] clone |

WARNING! LDAP authentication is disabled.

NOTE! If you have just changed your password
you must use your new password to login

WARNING! By accessing this government computer system you
are consenting to system monitoring for law enforcement and
other purposes. Unauthorized use of this computer system may
subject you to criminal prosecution and penalties.

1.2.1.1.  Page Overview

The user accesses the FSFN login page from a defined web addresses (URL). On the
FSFN Login page the user enters a username and password and selects the Submit
button to gain access to the FSFN application. Ther Glgton clears the Username

and Password fields. The Close button will exit the FSFN system. Disclaimer Text

on the Login Screen will be provided by the State.

CMO091 Security May 12 2017
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1.2.1.2.  Page Information

Field Username | Login ID; text; user entered; required.

Password | Login Pasword; text; user entered; required

Options | None

Buttons | Submit Validates the Username and Password pair against LDAP.
Clear Clears user entered Username and Password fields.
Close Exits the FSFN system.

1.2.1.3.  Background Processing
When the workeresl ect s t he “Submit? button:

1 The system sends the Username and Password pair to Tivoli Directory Service
(TDS LDAP) for authentication.

2 FSFN interprets the return code from TDS LDAP and either:
2 a. Allows the user to continue with the Login process, or

2 b. Displays a popup window with an appropriate message and actions available to
the user.

Actions available include:

- "Your password is about to expire. Click Continue to change it now."
[Continue] when the return code from TDS LDAP indicatet the password
expiration date is approaching.

-“Exit” when the user TDS LDAP account
Account is locked; FSFN Employee is Inactive; FSFN employee has NO
Active Work Unit Assignments;

3 Records the Login attempt in a LOGIN_HISTORle.

4 Records a record in the ACCT_LOGIN_NOTES table when a login exception
occurs.

1.2.1.4. CRUD Matrix

Table Name Create Read Update Delete
WORKER X
ORG_WORKER_ROLE X

CMO9i Security May 12 2017
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Table Name Create Read Update Delete
LOGIN_HISTORY X
ACCT_LOGIN_NOTES X

1.2.2. Page —-FSFN Worker Unit Assignment Selection
Florida Sare Families Network 2) (&) O (] "))

Select Login Profile

1.2.2.1. Page Overview

After the user successfully enters a valid User ID and password and enters the FSFN
system from the FSFN Login page, the user is presented with a drop down selection
box containing the list of all their Woek Unit Assignments. The user then selects

one of the Worker Unit Assignment values and selects the Continue button to access
the FSFN system with the job class and security profile associated with the Worker
Unit Assignment selected. If user has only ané assignment, the user can directly
access the FSFN desktdphe Close button exits the FSFN system.

1.2.2.2. Page Information

Group Box

Select Login Profile

Fields

Worker Unit | List of all Worker Unit Assignments defined for the user.

CMO9i Security
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Assignment User Setcted. Selecting a
Worker Unit Assignment determines the Desktop, Job C
and Security Profile that will be loaded for the current log

session.
Options None
Buttons Continue Accesses the FSFN system with the security profile
associated with the usselected Unit Assignment.
Close Exits the FSFN system.
1.2.2.3. Background Processing
When the worker selects the “Continue” button

A The system accesses loads the Security Profile associated with the Worker Unit
Assignment selected by the user.

A The Deskop for the Worker Unit Assignment loads into the current session.
A When the worker selects the on “Close” but
A The system clears the current session information and closes the current window.

1.2.2.4. CRUD Matrix

Table Name Create Read Update Delete
ORG_WORKER_ROLE X
CMO9i Security May 12 2017
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1.2.3. Page — Security Profiles

(2 http://scflzd111:11001/?action=OPEN&fromWhere=desktop - Security Profiles - Internet Expl.. | = | & |[sf3ml

Florida Sare Families Network HandBook (  Print B = Audit B SpellCheck s Help '?

Security Profiles
Profile Mame

Abuse Report Cl Edit Copy Delete
Abuse Report Hotline + SCRMNOUT Edit Copy Delete ~
Abuse Report Hotline - SCRMOUT Edit Copy Delete
Abuse Report Hotline Admin Edit Copy Delete
Abuse Report Hotline Technical Edit Copy Delete
Abuse Report 1G Edit Copy Delete
Abuse Report View - LE Edit Copy Delete
Abuse Report View Only Edit Copy Delete
Abuse Reprt Hotln - SCRNOUT CR Edit Copy Delete
Accounts Mumbers - All Edit Copy Delete
Accounts NMumbers - View Edit Copy Delete
Additional Licenzse Action -All Edit Copy Delete
Additional LicenseAction-\iew Edit Copy Delete
Adoption - All Edit Copy Delete
Adoption - Imaging Edit Copy Delete
Adoption - \View Edit Copy Delete
Adoption Eligibility - All Edit Copy Delete
Adoption Eligibility - “Wiew Edit Copy Delete
Adoption Person Data Edit Copy Delete
Adoption Referral Edit Copy Delete W
Adoption TANF - All Edit Copy Delete
[ et | cose
® 100% ~

1.2.3.1. Page Overview

Navigation

The Security Profiles page is accessed from the FSFN main menu Maintain>
Security> Security Profiles.

Page Summary

The Security Profiles page displays a lisabfthe security profiles used in the FSFN
system. Each security profile has an Edit, Copy and Delete hyperlink to the right.
The user can add a new security profile by selecting the Insert button that appears on

CMO091 Security May 12 2017
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the Security Profiles page. The Insert botbpens the Security Profiles Detail pop

up page. The worker can copy a profile by selecting the Copy hyperlink that
launches the Security Profile Detail page, copying the security profiles. The user can
delete a security profile by selecting the Deleatpédrlink that appears beside each of
the Security Profiles. The user is prompted to confirm the deletion before the
security profile is deleted from the system.

The User Groups are arranged and displayed alphabetically. The default view is the
A - C view. Selecting the alpha link refreshes the page.

1.2.3.2.  Page Information

Group Box | Security Profiles

Field Security List of all security profiles currently defined in the system; view
Profiles only.

Links Edit Opens the Security Profiles Detail page.
Copy Creates a copy of the currently selected security profile
Delete Deletes an existing profile from the system

Options None

Buttons Insert Opens the Security Profile Detail page.
Close Standard Cancel Processing

1.2.3.3.  Background Processing

When thew o

rker

S €

|l ects the “lIlnsert button:

A A new Security Profile record is created;

A All resources will be listed in the Security Profile Resources group box on the
Security Profile Detail page;

A Al

of

t he

resource’s at t dateb@reae)swil( Open,

default to not checked:;

A The Profile Name field will be cleared out and must be user entered prior to
allowing Save processing;

A The system will prevent the user from typing in a duplicate Security Profile
name in the Profile Name texeld. This is checked for in the Save Processing
and an appropriate error message displayed;
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A The new Security Profile will not be inserted into the database until Save
Processing is initiated by the worker selecting the Save command button;

Whenthewdt er sel ects the “Copy” hyperlink:

A The resources and their respective attribute settings for the currently selected
profile in the Security Profiles list box are copied over to a new Security Profile
record.

A The Profile Name field will be cleared out antlst be user entered prior to
allowing Save Processing;

A The system will prevent the worker from typing in a duplicate Security Profile
name in the Profile Name text field. This is checked during save processing and
an appropriate error message displayed;

A The new Security Profile will not be inserted into the database until Save
Processing is initiated by the user selecting the Save command button;

When the worker selects “Delete” hyperlink:

A The profile selected in the Security Profiles group box ietddl when the
wor ker chooses “Yes” to when prompted to c
Profiles group box refreshes and the deleted profile is no longer displayed.

A An existing profile cannot be deleted if a worker is currently assigned to a User
Groupthat has the profile to be deleted. If a worker attempts to delete a Security
Profile that is part of a User Group, and one or more workers belong to that user
group, then that Security Profile cannot be deleted and an appropriate error
message should loisplayed.

A Choosing “No” when asked to confirm the de
being deleted.

1.2.3.4. CRUD Matrix

Table Name Create Read Update Delete
SCRTY_PRFL X X X
SCRTY_PRFL_RSRC X X X
SCRTY_JSP X

CMO9i Security May 12 2017
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1.2.4. Page - Security Profiles Detail
]

Florida Sare Families INetwork Print & | dudt B | SpeliCheck % Help ?
v

— Security Profile Detail
Profile Name:  |Family Assessment - All

— Security Profile Resources
b Adult Family Assessment ¥ all Access Delete

' Child Family Assessment IV )l Access Delete

V' Create
V' Edit
V' insert
¥ Update
¥V view

b Copy Family Assessment V' all Access Delete

b Family Assessment V' all Access Delete

1.2.4.1. Page Overview

Navigation

The Security Profildetail page opens when the user selects the Edit hyperlink next
to the desired security profile on the Security Profile page. The Security Profiles page
consists of all the resourcesSIAN pages, reports, and report views) that a worker has
access to. If a resource is not listed here, the worker will not have access to it.

Page Summary

On the SecurityProfile Detail page, each resource is listed as an expando. When the
user selectshe expando, the associated resource attributes for that resource are

CMO091 Security May 12 2017
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displayed. Resource attributes are individual commands (at the code level) for that
page in the system a worker can or cannot have access to (e.g. open, edit, view,
update, or delete.) Bhuser can select/unselect the check box next to the resource
attribute to allow/not allow access to that system action. The All Access check box,
when checked, provides an easy way for the user to allow access to all resource
attributes on that page.

In the event two Security Profiles that are assigned to a User Group have a resource
in common, but the resource attributes are set differently, the resource attribute
allowing access will take precedence over the resource attribute preventing access.

To aeate a new Security Profile, the authorized security worker:
1. Selects the “lnsert” command button
2. Selecsthe checkbox for the Resour@nd

3. Selects the desired “resource attributes
boxes under the Resource expando (Qpdit, view, update, insert, delete, or
any custom system action for that page)

If the user does not select any resource attribute for a given rese&iel will
automatically delete that resource when the page is saved (all resources are
automaticaly listed when a new security profile is created)

There may be instances where a user wants to create a security profile that is similar
to another resource. To save time, the wuse
profile and cuy” oam zexiidt.i ngrosedcCwrpi ty profil

1. Selects the security profile to be copied by selecting the Copy hyperlink next
to the desired security profijle

2. Enters the new sec;amdity profile’ s descrip

3. Selects the *“Save” c o mmecurity profiletateon t o s av
customizing the resources and attributes that will belong to the new security
profile.

The “resource attributes” for a resource det
for that resource. The resource attributes are:

Create Use has authorization to create a new piece of work. A us
with this access is also given Insert access.

Insert User is able to save a new piece of warka new row of datal
on a screen. The “lnsert?”
Resources pepp pagewhere she/he can select from a list ¢
all resources not currently associated with the security pro

CMO9i Security May 12 2017
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Edit User is able to access a screen and change information. A
with this access is also given Update access.

Update User is able to updatepiece of work or update data on a
particular screen.

View User is able to view information on a screen but is not allo
to modify anything. The save button is disabled.

Generic System User might be granted adidibal actions within the screen in
action (e.g. opent  addition to the above generic actions. A piece of work mig
text document) have 5 documents associated with it. The security
administrator might want to restrict access to certain
documents (or other functions) while still giving tirger full
edit/update/insert rights to the screen.

Open User is able to open the screen. This is usually used for t¢
such as searches where there is no edit, update, insert, or
delete.

Delete User is able to delete a record on a particulagestr

To deny access to a particular resource the user should not include that resource on
the Security Profiles Detail peygp page.

1.2.4.2. Page Information

Group Box Security Profile Detail

Fields Profile Name| The text description of the security profdelected in th&ecurity
Profiles page; user entered; required text box

Group Box Security Profile Resources

Fields All Access Check box; not required; when the All accesses check box is
selectedthe system will select all resource attributes for that
resource. This provides an easier way to provide full access t
resource, rather than having to individually check each resou
attribute under the resource expando.

List of Name of a page resource; system retrieved listl oésburces
resources as| belonging to the security profile selected in the Security Profil
expandos page; displayed as expando;

CMO9i Security May 12 2017
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Links Delete Deletes an existing resource from the selected profile
Options None
Buttons Sawe Standardsaveprocessing
Close Standardcloseprocessing
Insert Opens the Resources pop page, where the user can select a
resource not currently listed within the security profile

1.2.4.3. Background Processing

When the worker selects “lnsert?”:

A The user is taken to the Resources-ppppage and aist of resources not
currently selected to be part of the security profile is displayed,;

A Save processing will occur when the user selects the Save command button;
When the user selects “Delete” hyperlink:

A The user is prompted to confirm the deletiorthef selected resource;

Alf the user confirms the resource deletion
resource that is currently selected will be deleted.

Miscellaneous

A In the event where two Security Profiles that are assigned to a User Group have a
resource in common, but thesource attributes are set differently, the resource
attribute allowing access will take precedence over the resource attribute
preventing access.

A Resources are sorted alphabetically within the resources group box, in agcendin
order . I f a new resource is added to a pro
resource will appear at the bottom of the Resource list for the profile being
edited. After actions for the added resource are selected, saved and the edited
profile is clesed, the alphabetical ondi®r resources within the profile will be
restored when the profile is reopened.

1.2.4.4.  Save Processing

Save Processing is initiated by selecting the Save command button for:

A The addition of resources is performed by selectingrtbert command button
and are saved as part of the security profile during save processing

A Upon creation of the new Security Profile, a new row is created in the security
profile table. One row in the profile resources table is created for each resource
that has been selected as a péthat profile;

CMO9i Security May 12 2017
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A The ProfileNametext field cannot be left blank when attempting to save a

Security Profile.

A A security profile cannot be saved if the Profilameis a duplicate of an
S e c ur estriptiorP(namé).i | e

exi sting
1.2.45. CRUD Matrix

record’s d

Table Name

Create

Read

Update

Delete

SCRTY_JSP

X

SCRTY_PRFL

SCRTY_PRFL_RSR(

SCRTY_RSRC

SCRTY_SUB_RSRC

X | X| X| X
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1.2.5. Pop-Up - Resources
E

o1 2. niies Ve Print & | Audt B | SpeliCheck ©%  Help ?
Florida Sare Families Network | B )

—Resources not in current profile
™ Capacity to Consent _‘_I

[T Case Closure

7 Case Note Search

[T Case Notes Report

™ Case Part Removal Denial

™ Case Plan Goal

™ Case Plan Goal Copy

™ Case Plan Goal Link

™ Case Plan Goal Review

™ Case Plan Goal Review Copy J
™ Case Plan Goal Review Court

™ Case Plan Goal Termination

7 Case Plan Task

™ Case Plan Task Link

7 Case Plan Task Review

™ Case Plan Task Review Progress

7 Case Search for Case Crestedi

™ Checkiist &

1.25.1. Page Overview

The Resourcepopup page, accessed from the Insert button on the Security Profiles
Detail page, allows the user to select one or more resources from a list of resources
that are not currently listed within the secumiofile. The user may select more

than one reaarce byselectingthe check box next to the desired resources.

When the Resources pap page opens, the list will contain all resources not listed
as part of the current security profile. After the user makes their selection(s) and
selects the Continueommand button, the resources that were selected will be
brought back to the Security Profiles Detail page.

CMO091 Security May 12 2017
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1.2.5.2. Page Information

Group Box: | Resources Not in the Current Profile

Field: (No Label) List containing all resources that have not been selectasl part
of the currently selected Security Profile on the Security Profi
page; user selected check box.

Options None

Links None

Buttons Continue Passes the resources selected on the Resourcep page and
lists them as resources for the curngstlected Security Profile
on the Security Profile Detail page

Close Standardtloseprocessing

1.2.5.3. Background Processing

A When the Resources pap page opens, all resources that are not listed as part
of the currently selected Security Profile on tlee @ity Profile Detail page will
be listed.

A When the user selects the Continue button, all resources that are selected, within

the list box, will be passed to and listed as resources on the Security Profile
Detail page.

A New Resources were added to conthe access on the desktop and the search
outliner for the newly created Linked Providers expando under Providers.

1.2.5.4.  Save Processing

There is no save processing associated with this page.
1.25.5. CRUD Matrix

Table Name Create Read Update Delete
SCRTY_PRFL X X
SCRTY_PRFL_RSRC X X X
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1.2.6. Page User Groups

(2 http://scflzd111:11001/7action=0PEN&fromWhere=desktop - User Groups - Internet Explorer.. — || = lg]

Florida Sare Families Network | Pint E | Audit B | Spell Check 5 Help ?

A-C D-F G-1 J-L M-O0 B-R 5-U ¥-Z

User Groups

Admin Overview - Attorney Admin+Rprir+Med Mntl Health Copy Edit Delete
Admin Overview Mo Reporter Admin Overview Mo Reporier Copy Edit Delete -
Admin Overview with Reporier Admin Overview With Reporter Copy Edit Delete
Admin Unit Supervisor CBC CEBEC Admin Unit Supervisor Copy Edit Delete
Admin Unit Supervisor DCF DCF Admin Unit Supervisor Copy Edit Delete
Adoption Spetialist Adoption Specialist Copy Edit Delete
AFCARS NYTD Specialist DataAnalyst+\iewFooinctes Copy Edit Delete
AFCARS NYTD Specialst Enhanced Datafnalyst+UpdateFootnotes Copy Edit Delete
Agency Contract Management Agency Contracts Copy Edit Delete
AP Adult Protective Investigator Copy Edit Delete
API Screener - Do Mot Use Being consolidated with AP Copy Edit Delete
APl Specialist L2 - Do Mot Use Congolidated w_AP| Supervisor Copy Edit Delete
APl Specialist L2 Enhanced Specialist L2 + Limited Frozen Copy Edit Delete
APl Supervisor - Specialist Consolidated w_AP| Special L2 Copy Edit Delete
APS Case Manager Human Services Staif Copy Edit Delete
Background Screener Department Screening Unit Copy Edit Delete
CBC Sup Cons-Rap Sty Fdbk CEBC Practice Experis Copy Edit Delete
Child Case Manager - Support Cong wChild Case Support Staff Copy Edit Delete
Child Case Mar - Support FSDMM CC Mor & CC Support Staff FSOM Copy Edit Delete
Child Case Spec - Do Mot Use Consolidated w_Child Case Supv Copy Edit Delete vy
Child Case Supv - Spec FSDMM Child Case Sup & CC Spec FSDMM Copy Edit Delete

E

#100% ~

1.2.6.1. Page Overview

Navigation

The User Groups page is accessed from the Maintain>Security> User Groups menu
option. The User Groups page is used to create, dafidemaintain the FSFiser
groups including the linking of user groups to security profiles.

The User Groups are arranged and displayed alphabetically. The default view is the
A - C view. Selecting the alpha link refreshes the page.

CMO091 Security May 12 2017
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When accessing this pagie User Groups group box is populated with a default
view of A — C. When the worker to wants to view/edit/delete other User Groups,
he/she can select the hyperlink of any of the other alpha breakdowns above the User
Groups group box. Selecting the hylp& refreshes the page to display those user
groups beginning with the letter identified in the alpha breakdown hyperlink. To
view detailed information about any given user group, the user can select the Edit
hyperlink to the right of the desired usaogp, which will open the User Group
Detail page. The Delete hyperlink deletes the user group from the list of user groups.

The "Insert” button creates a new User Group, and the associated information is
updated on the user group and user group refetabtas. Adding a new User Group
causes the new group to then appear in the list of User Groups.

When existing user groups need to be deleted, the authorized security worker selects
the "Delete" hyperlink next to the existing user group from the Useupsrgroup

box. User groups can only be deleted if there are no workers within the system
assigned to that user group. &telg existing user groups causes the deleted user

group to no longer appear in the list as a part of the User Groups list box.

1.2.6.2. Page Information

Group Box | User Groups
Field User Groups | User groups to be maintained (lists all of the user groups curre
defined in the system); user selects appropriate user group for|
maintenance by selecting the Edit hyperlink
Options None
Links Delete Deletes an existing user group from the system
Edit Opens the User Group Detail page
Buttons Insert Opens the User group .Det ail
Close Standardloseprocessing
1.2.6.3. CRUD Matrix
Table Name Create Read Update Delete
SCRTY_GRP X X X
SCRTY_GRP_PRFl X
CMO9i Security May 12 2017
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1.2.7. Page User Group Detail

3 User Group Detail -- Webpage Dialog

Florida Sare Families Network Print & | Audt B | SpellCheck ¥y | Help ?
—User Group Detail — Security Profiles
Name: IChild Case Manager V' sbuse Report View Only i

V' adut Investigation View Only
V' Case Planning - &1l

I™ view Restricted Cases V' child Investigation Yiew Only
[ Restricted Security Group V' common App Functions

v Desktop - Common

v Desktop - Expand Health

V' DOH Search

V' Education - &I

v Family Assessment - All

V' Imaging - &1l b
V' Information and Referral - &l

V' Interim Child Al

Description: [Child Case Manager

[~ View By ¥ Medical Mental Health &1
@ Selected V' Merge Person
€ &l Security Profiles V' MCR - workers
V' Notes &l
V' Placement Management
v Provider Mananement ﬂ

1.2.7.1.  Page Overview

Navigation

The User Group Detail page opens in edit mode when the worker selects the Edit
hyperlink on the User Groups page. The User Group Detail page opens in create
mode when the user selects the Insert butiarthe User Groups page.

Page Summary

The Security Profiles belonging to a User Group can be viewed in two ways:

CMO091 Security May 12 2017
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Choosing the ®“Selected” radio button in the
Profiles belongng to the currently selected User @pobeing displayed in the
Security Profiles group box.

Choosing the *“AIll Security Profiles” radio b
all Security Profiles being displayed in the Security Profiles group boafild3 that

belong to the currently selected User Group have their checkboxes checked to
differentiate them from the profiles that do not belong to the User Group.

The security profiles associated with the user group can be added or removed by
selectinghe checkboxes next to the list of gety profiles.

When a new User Group needs to be created, the authorized security worker keys in
the Name and Description of the user group, and selects the appropriate Security
Profiles which are to make up the Us&roup.

The “ Vi ew Re shedkbox, toated irCtiaesdUses Group Detail group box

gives authorized users that don’ t have assi
detailed case information from the Search window on cases that have been marked
“Bstricted”.

The “RestriGatoaud” Sederciktbyox is used to identdi
that can only be assigned/modified for Worker Unit Assignments by Security

Of ficers and Security Representatives that h
Groups”™ security resource as part of their s

1.2.7.2.  Page Information

Group Box | User Group Detail

Field Name Name of the selected user groogquired; user entered

Descriptin Description of the selected user group; required; eistred

View Restricted |[Check box for users that d ¢
Cases ability to view detailed case information from tBearch
window on cases that have beenmarkdde st r i ct e

CMO9i Security May 12 2017
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Restricted Check box used to idenyifa Scurity User Group as
Security Group |“ Restricted”. When a Secur.i
“Restricted Security Group’
Security Representatives t}h
Security User Groups” ssecaryr
profile can assign or modify that Security User Group for tha
wor kers’ Worker Unit Assiggr
Group Box | View By
Selected/All The type of view which will be displayed in the Security
Security Profiles| Profiles group box (radio buttons: Selected, @¢curity
Profiles),; defaults setting
required.
Group Box | Security Profiles
Fields Security Profiles| Security profiles; if View By = Selected, then displays only
security profiles assockd with the selected user gm if View
By = All Security Profiles, then displays all security profiles i
the system, highlighting those associated with the selected
group with checkmarks in their associated checkboxes.
Options None
Links None
Buttons Save Standardsaveprocessing
Close Standardtloseprocessing

1.2.7.3. Background Processing

A When the User Group Detail page first opens, the default selection in the View
group box is “Selected”.

By

A To add a new User Grouthe worker selects the Insert command button on the
User Groups page, enters a user group hame (unique) and description in the User
Group Detail page, and then selects any applicable security profiles to be
associated with the user group. Save processing is initiated by selecting the Save
command button.

A A worker cannot delete an existing user group if a worker is currently assigned to
that user group. Attempting to do so will result in an informative error message
and the deletion is canceled.
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A Choosiy t he “Selected” radi o wliditertthen in the Vi
security profiles listed in the Security Profiles list box to only those that have
been selected to belong to the User Group.

A Choosing the *“AIl I Secur iiew By gloupdbdxiwll e s” r adi o
result in all security profilesding listed in the Security Profiles group box.

1.2.7.4. Save Processing

A Upon creation of the new user group, a new row is created in the user group
table. One row in the user group reference table isextd¢at each security
profile that has been selectedaggart of that user group.

A A new User Group cannot be saved unless a unique Name is entered in the User
Group Detail group box. Failure to enter a name or entering a duplicate name of
an «isting user group will result in an informative error messagelamdave
processing is canceled.

A A new User Group cannot be saved unless a Description is entered in the User
Group Detail group box

A At least one Security Profile must be selected fosar@Group before that User
Group can be saved.

1.2.75. CRUD Matrix

Table Name Create Read Update Delete
SCRTY_GRP X X X
SCRTY_GRP_RFL X
SCRTY_PRFL X
CMO9i Security May 12 2017
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1.2.8. Page - Security Error

/= Security Error - Windows Internet Explqife't'-:'j:_': dec 10| x|

Security Error

You are not Authorized to access this functionality. Please contact
your Security Delegate with the following information to request
access.

User Profile: Child Case Manager
Resowrce: investigation
Action: CREATE

pore | | | [ | | |SJLocalintranet | R 100% ~ 4

1.2.8.1. Page Overview
Page Summary

The Security Error Page is displayed when a user attempts to perform an action for
which the user does not have the appropriate security resource contained in the
Security User Group assigned to the Worker Unit Assignment.

1.2.8.2. Page Information

Display Text | Security Error| You are not Authorized to access this functionality. Pleasé
contact youiSecurity Delegate with the following informati
to request access.

Fields User Profile | Displays the name of Security User Group assigned to
Workers Unit Assignmentgad only.
Resource Displays the name of the Security Resouread only.
Action Name of the Security Resource Action tisatequired to
perform the functiontead only.
Options None
Links None
Buttons Close Standardloseprocessing
CMO9i Security May 12 2017
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Table Name Create Read Update Delete
ORG_WORKER_ROLE X
SCRTY_GRP X
SCRTY_PRFL_RSRC X
SCRTY_RSRC X
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1.2.9. Page — Employee Management — Basic Tab

Florida Sare Famifies Network

Hand Book Print £ | Audit B

Worker
Mame: Test, Security ‘Worker ID: 200003464  Search
Unit Assignment History Login Notes
Contact Information A
Work Phone: | Ext: | E-mail: [test_security@yahoo.com
Home I— . I— I—
Phans: Cell Phone: Other:
- Background Check Informaticn
Background Check Information
Date Completed Cleared? Result
Yes No
11182015 @0 et Delate
- Employee Management
Employee Information Current Employee Information
Ei - . T
ID":“"“"EE [ Person Management Start Date: [T1/18/2015  End Date: [J0000000
SSN: DOB: LoginiD: [TEST Stafus: e Lock: Unlacked
Languages
Languages: | Languages: | “ Languages: v
Worker Unit Assignment
W
Unit Name: 200000 HEADQUARTERS Unit Supervisor: Bala sengodan Start Date: 11/18/2015  Active: Yes Edit
# 100%
e,
Worker Unit Assignment
Unit Name: 200000 HEADQUARTERS Unit Supervisor: Bala sengodan Start Date: 11/18/2015 Active: Yes Edit
Role/Job Class: Acting Supervisor Security User Group: Security - Headguarters Reporting User Group: No Access
CMO091 Security May 12 2017
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1.2.9.1. Page Overview
Navigation

An authorized worker can access the Employee Management page from the
Maintain>Organization> Worker menu option.

Page 8mmary

On the Employee Magement pagethe Search hyperlink provides access to the

PersonSearch Common Application Function (CAF) from which the name of the

empl oyee who’ s Worker Uni t Assignment Recor
recalled. It is posslb for the search to bringack more than one person with the

same name. Nevertheless, the desired employee, can be identified because the Person

Outliner displays more than just the Person Name (refeMO4b: Desktop and

Outlinerfor a description oftte Person Outliner). The user indicates which employee

is desired by selecting the radandthdhutt on nex
selecting the Continue button to return the
Please refer to theM10 Seach topic paper for more complete detailstbe Search

function.

Once the employee’s name has b-flleinthesear ched ¢
Name field. Within the Employee Management page is the Worker Unit Assignment

Expando. Authorized users caxpand the section of éhpage that allows for the

insertion and editing of a Worker Unit Assignment. When creating or editing a

Worker Unit Assignment, the user selects either the insert button, or the edit

hyperlink next to an already existing Worker itJAssignment. The edit hyperlink

will only be displayed if the users who is initiating the action has the appropriate

resources (e.g. Zone resoureghen the user will only see the edit button next to

worker unit assignments that fall withtheir zone). When the edit or the gert is

selected the Org Worker Role Maintenance window will appear.

Users will select a value from the Security User Group dropdown field on the Org
Worker Role Maintenance window to assign a worker to a user group.

The SecurityUser Group dropdown ditgys all existing user groups. If the worker
whose name is displayed on the page is currently assigned to a user group, then that
user group will be displayed. If it is a new Worker Unit Assignment, the authorized
worker can selea user group to which the user will be assigned for the specific unit
assignment.

If a worker needs to be assigned to another user group, the authorized worker selects
the new user group to which they want to assign the worker.

CMO9i Security May 12 2017
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“Assi

Only Security Officers ad Security Representav e s t hat have t he
Security Groups” as part of their security
Groups identified as “Restricted?”.
1.2.9.2. Page Information
Group Box Worker
Fields Name Nameof the worker assited to the unit
Worker ID Theworker FSFN Identity number. System generated.
Tab Basic
Group Box Contact For the description of the other fields in the Contact
Information Information group box see CM18
Group Box Background Displays backgrounaheckinformation about an employee.
Check Information obtained includ&:he cate background check wag
Information completed; Confirmation whether the background check w3
cleared or not (Yes, or No); and Result of the background
check.
Group Box Employee Management
Employee Include employee information such as Employee 1D, SSN,
Information DOB, and Login ID
Current For the desd@ption of the other fields in the Current Employe
Employee Information group box see CM18.
Information:
Dropdown Lock FSFN Lock Status; User Selected; default value Unlocked;
required.
Status Active or Inactive status
Languages Display 32 languages including Telecommunication Device
the Deaf as, weOtl hars I Od d eE |
“Spani sh/ Engl i skn &vwptions. g u a l
Group Box Worker Unit For the description of the other fields in ¥erker Unit
Assignment Assignment group box. Please refeCtgl18: Manage Worker
topic.
Fields SecurityUser | Displays Workers Unit Assignment Security User graepd
Group only.
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Reporting User
Group:

Displays Workers Unit Assignment Reporting User group;
Read only.

Options None
Links Person Hyperlink to the empl oyee’ g
Management
Search Takes user to the Person Search pagee(Re€CM10: Seach
topic)
Edit Takes the User to t@rg Worker Role
Maintenance window
Buttons Save Standardsaveprocessing
Close Standardtloseprocessing
Insert Insert new background check receashdnew worker unit
assignment records.
1.2.9.3. Background Processing

A When the Search hyperlink is selektthe Person Search CARdfer to CM10:
Search) is invoked to retrieve the name of the Employee whose Worker Unit

Assi

passed from the Searchp c e s s

gnment

be
and i s

is to

used to deri ve

A Only one User Group, listed in the User Groups box, may be selected at any
given time.

1.2.94.

CRUD Matrix

Table Name

Create

Read Update Delete

ORG_WORKER_ROLE

X

ORG_UNIT

SCRTY_GRP

RPT_SCRTY_GRP

X
X
X

1.2.10. Page — Org Worker Role Maintenance
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/9 Org Worker Role Maintenance -- Webpage Dialog g]
| £ | http:/flocalhost: 7001 fflsacwis/common/ModalFrame. jsp v
Roles
Unit Name: Test Unit Search
Unit Supervisor; Caitlin M. Cake
Role/Job Class: { Unit Supervisor v ]

Security User Group: | SuperUser (System Generated) v ]

Reporting User Group: { Statewide, Scheduled e ]

Start Date: 06/22/2007
End Date: IGO!‘UO)’UUOU _Actl'.'eIYes v |

http: f/localhost: 7001 /flsacwis/commonjModalFral 0 Internet

1.2.10.1. Page Overview
Navigation

An authorized worker can accebe Employee Management page from the
Maintain>Organization> Workeselecting a worker with the Search hyperliaiq
thenselect either the insert or edit link in the Unit Worker Assignment group box.

Page Summary

The Org Worker Role Maintenance page is used to assign workers a role within a
unit. When inserting a new worker unit assignment, the user would dseSttrch
hyperlink and search the system for the unit where the worker will be assigned. The
user would then select the appropriate values in the Role/Job Class, Security User
Group, Reporting User Group, Start date, and Active field for the worker.

If a workerhas a Security User Group that is designated as a Restricted Security
Group or a user is trying to add a Security User Group that is designated a Restricted
Security Group, they wil |l need to have
order b modify/assign the Security User Group.

CMO091 Security May 12 2017
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1.2.10.2. Page Information

Group Box | Roles

Fields Unit Name Name of the Unit where worker assignment information will K

created or updated; Required

Unit Name of the Unit supervisoRead only
Supervisor

Dropdown Role/Job Class Role/Job Class; User Selected; required.

Dropdown Security User | Security User Group; User Selected; required.
Group

Dropdown Reporting Usell Reporting User Group; User Selected; required.
Group

Fields Start Date Start Date; User EntergRequired
End Date End Date; User Entered

Dropdown Active Active, Inactive; User Selected;

Links Search Takes user to the Unit Search page

1.2.10.3. Background Processing

A When the Search hyperlink is selected, the Unit Search is invoked to retrieve the

Unit

of

the employee whose Worker

Unit Assignment is to be

assigned/reassigned to a user group.

1.2.10.4. Save Processing

A
A

Save Processing is initiated by selecting the Save command button.
For each Worker Unit Assignment for which security is defined, the

ORG_WORKER_RQE table is updated with the user group.

o o

processig to occur.

processing to occur.

CMO9i Security
Topic Paper

A Worker Unit Assignment may have only one User Group.
An Employee name must be searched and found formacessing to occur.
A Worker Unit Assignment must have a Security User Group defined for save

A Worker Unit Assignment must have a Reporting User Group defined for save
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1.2.10.5. CRUD Matrix

Table Name Create Read Update Delete
ORG_WORKER_ROLE X X X
ORG_UNIT X
SCRTY_GRP X
RPT_SCRTY_GRP X

1.2.11. Page — Employee Management — Login Notes

r e T
(=) Maintain Worker Infa m [ ——
@ http://scflzd111:14001 /flsac 118_MaintainWorkerInformation.de
Fiorida SareFamilies INetwork Hand Book (| Print 'S, | Audit B | Spell Check | Help 7
Worker
MName: gump, bubbs Worker ID: 200005676  Search
Basic Unit Assignment History Login Notes
Employee Login Notes
Operator Reason Date and Time
Wihprmy, Thomas E Test Mote 11192015 11:24 AM
(
(
H100% v

1.2.11.1. Page Overview

Navigation

An authorized user can accessthe  Employee = Management page from the
Maintain>Organization> Worker menu option, and then select the Login Notes Tab.

CMO091 Security May 12 2017
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Page Summary

Florida Safe Families Netwkr

The pageis used to capture a limited set of user login failure and user login
maintenance information. There are four (4) conditions under which a Login Note
could be added: 1) when a user successfully authenticates with a valid user id and
password, but whose Eroyee Account is Locked?) when a user successfully
authenticates with a valid user id and password pair butevBogployee Record is

set to Inactive (End_Dated}) when a user successfully authenticates with a valid
user id and password, has an Actaraployee Record but has no Active Worker Unit
Assignments; (4) when an Authorized Worker manually adds a Logje. N

1.2.11.2. Page Information

Group Box Employee Login Notes
Fields Operator UserID of the user that manually added the note or Systen
Reason Reason for the Login Note. Either manually entered by the
authorized worker or system generated.
DateandTime | The system will automatically populate the Date and Time
when the Login Note is created.
Buttons Insert Creates a new Login Note recamthich allows the authorized
worker to enter up to 1000 characters of free form text.
Save Standardsaveprocessing
Close Standardtloseprocessing

1.2.11.3. Background Processing

A When a user successfully authenticates with a valid idsand password pai

bu

t whose

Empl oy e, ¢he &ystamonll dppend a L'odinode k e d ’

to the WORKER_ACCT_NOTES table. The value for Operator will be

1] S

ystem”,

the Reason wil/l be “Empl oyee

Stamp will be the current Date and Time.

A When a user successfully authenticates with a valid user id and passward pair
but whose Employee Record is set to Inactive (End_Dated), the system will
append a bgin Note to the WORKER_ACCT_NOTES table. The value for

CMO9i Security
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Operator will/l be “l3yshhe m” Emplheey eRe alsmanc twiv €
Date/Time Stamp will be the current Date and Time.

When a user successfully authenticates with a valid user id and password pair,
has an Active Employee Record but has no Active Worker Unit Assignments,

the system will apend a Login Note to the WORKER_ACCT_NOTES table.
The value for Operatoriwl| | be “System”, t he Reason wil |

Unit Assignments” and the Date/ Ti me Stamp
1.2.11.4. Save Processing

A Save Processing is initiated by s#ieg the Save command button.
A Arecord is added to the WORKREACCT _NOTES table.
1.2.11.5. CRUD Matrix

Table Name Create Read Update Delete
WORKER_ACCT_NOTES X X
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1.2.12. Page —Audit Information

]
Florida Sare Families Network Print & | Audt B | SpellCheck %y Help ?

— Audit Information
Trans ID Action Name Date Time
[T 143434 EDIT JONES, ANGELA, 0345/2008 02:53 PM
[T 124994 UPDATE MARTIN, TONY 031212008 07:41 &M
[T 124991 EDIT JONES, ANGELA, 034242008 07:40 &M
[T 124971 EDIT MARTIN, TONY 031212008 07:38 &M
[T 119833 EDIT JONES, ANGELA, 03/06/2008 10:57 AM
[T 119806 EDIT MARTIN, TONY 03/06:2008 10:53 &M
[ 119803 INSERT JONES, ANGELA, 03/06/2008 10:52 AM
[T 119802 INSERT MARTIN, TONY 03/06/2008 10:52 &M
[T 119786 CREATE JONES, ANGELA, 03/06/2008 10:49 AM

1.2.12.1. Page Overview
Navigation

The page is displayed aftéhe user selects the Audit button located in the page
banner of all Normodal windows.

Page Summary

By selecting the Audit Button located on the page banner, a popup window will
display the Audit Information page. Audit information for defined Moodd pages

is displayed in the popup window. Information for the Transaction ID, Action, Name
of the User, Date, and Time is retrieved from the TRAN_STAT Table. If the Audit
button is selected on a page where the functionality was not requested, the popup

CMO091 Security May 12 2017
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text i nforming the user

The application Struts framework captures the transaction begin and end times in
order to time derive the transaction duration in milliseconds. This along véth th
detailed data attributes are patusing a persistent JIMS queue to the FSFN event
broker which records the transaction statistics along with the data details to the FSFN
audit database on the DB2 UDB platform. The persistent JMS queues will reside on
two workload balanced application servers backed by 200 GB of RAID 10 storage.
With the queue infrastructure in place the application will be only loosely coupled
with the middle tier database yet provide assured delivery of the transaction statistics
and aulit data to the audit database, near-tiea¢.

t hat

1.2.12.2. Page Information
Group Box | Audit Information
Fields <Check Box> | Selection box adjacent to each returned TranStat Record. U
selectalte; optional.
TransID Transaction ID for the TranStat Record. Systiarived;read
only.
Action Action performed on the page.
Name Last, First Name of the user that performed the Action on thg
(Updated) page
Date (Created)| Date thathe Action was performed.
Time (Created) Time that the Action was performed.
Buttons: Compare Only authorized users have access to this button. Condition:
activated when two (2) transaction check boxes are selectec
Opens the Audit Compare Infortiean page.
Close Standardloseprocessing
Links: <TransID> Only authorized usetsave access to the TransID Link. Opens

the Audit XML View page.

1.2.12.3. Background Processing

A The TRAN_STAT Table is accessed to retrieve the necessary data elements.
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A The data elements are key values based on the Action, Path, and the ID for the
piece of work.

A These key elements are interpreted to present the users Action, User ID, and the
Date/Timestamp of the transaction.

1.2.12.4. CRUD Matrix

Table Name Create Read Update Delete
TRAN_STAT X
ORG_WORKER_ROLE X
WORKER X
PERSON X
CMO9i Security May 12 2017
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1.2.13. Page -- Audit XML View

]
Florida Sare Families INetwork {

<7xuml version="1.0" encoding="1S0-8859-1" 7>
- <Transaction id="143682"> -
- <Com.ams,sacwis.sm04a.SM044_CaseForm:

<Action=UPDATE</Action>

<menuaction />

<UserID />

<IdWrkType>130000063</IdWrkType=

<PartDropdown>CASE</PartDropdown:

<ID_CASE>130000063</1D_CASE>

<ID_RFRL />

<ID_CPS />

<ID_ACCESS_REPORT />

<TEXT_ACCESS_responseTime />

<ACCESS_DT_SPYR_DSCN />

<CD_ACCESS_TYPE />

<CASE_ID_ASGN />

<ORIGIN />

<CD_SPYR_STAT />

- <TheCase>

- <Com.ams.sacwis.sm04a.SM044_CASE>
<Action />
<menuaction />
<UserlD />
<IdWrkType />
<CD_SPYR_STAT />
<CASE_CD_ARCHY />
<CASE_CD_CASE_STAT>Open</CASE_CD_CASE_STAT>
<CASE_CD_CASE_TYPE>9</CASE_CD_CASE_TYPE>
<CASE_CD_DCF_WRK_INY>N</CASE_CD_DCF_WRK_INY>
<CASE_CD_FLDR />
<CASE_CD_FMLY_SRYC_LVYL />
<CASE_CD_LL_ORG>306</CASE_CD_LL_ORG> ﬂ

1.2.13.1. Page Overview
Navigation

The page is displayed after the user selects the TransID Link located on the Audit
Information Page.

Page Summary

By selecting the TransID Link on the Audit Information page, a popup winalidiw
display the XML Data for the page at the time the Action was executed against the

CMO091 Security May 12 2017
Topic Paper Page45 of 52



MYFLFAMILIES.COM

Florida Safe Families Netwkr

page. Only Authorized users have access to the TransID Link which opens the Audit
XML View modal window.

1.2.13.2. Page Information

Window Audit XML Display of the XML dé#a for the page at the time the Action wg
View executed; Read Only.
Buttons None

1.2.13.3. Background Processing
* The TRAN_STAI Table is accessed to retrieve the necessaryeldsteents.

1.2.13.4. CRUD Matrix

Table Name Create Read Update Delete
TRAN_STAT X
ORG_WORKER_ROLE X
WORKER X
PERSON X
CMO9i Security May 12 2017
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1.2.14. Page —Audit Compare Information

/- Audit Compare Information - Windows Internet Explorer provided by CGI US
g, http://blade2:8301 /flsacwis{CM09_AuditInformation.do?action=0PEN&subAction=COMPARE&ID_1=152888ID_2=15280

Florida Sare Families Network Print. &, | Audit B | SpellCheck | Help ?

— Transaction Comparison

[DOCUMENT] f’
Transaction
MODIFIED -- id="15280"
com.ams.sacwis.sm04a.SM044 _CaseForm

Action
"UPDATE"

menuiction
UserlD

IdWrkType
"130000063"

PartDropdown
"CASE"

ID_CASE
"130000063"

ID_RFRL
ID_CPS
ID_ACCESS_REPORT

TEXT_ACCESS_responseTime

ACCESS_DT_SPYR_DSCN =l

[Done [ [ [ | [NJiocalintranet [*100% -~ ,

1.2.14.1. Page Overview

Navigation

The page is displayed after the user has selected two (2) Audit Transaction records
and then selects the Compare buttarated on the Audit Information Page.

Page Summary

By selecting the Compare Button on the Audit Information page, a popup window
will display the Comparison and differences between the two XML streams of the
selected Audit Transaction Records.

1.2.14.2. Page Information

CMO091 Security May 12 2017
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Group Box | Transaction Comparison

Fields Displays the Compariscend differences between the two XML
streams of the selected Audit Transaction Records.; Read Oi

Buttons Close Standardtloseprocessing.

1.2.14.3. Background Processing

» The TRAN_STAT Table is accessed to retrieve the necessary data elements.

1.2.14.4. CRUD Matrix

Table Name Create Read Update Delete
TRAN_STAT X
ORG_WORKER_ROLE X
WORKER X
PERSON X
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1.3. Inventories
1.3.1. Table Descriptions

Table Name

SCRTY_GRP

SCRTY_GRP_PRFL

SCRTY_JSP

SCRTY_PRFL

SCRTY_PRFL_RSRC

SCRTY_RSRC

SRTY_SUB_RSRC

RPT_SCRTY_GRP

CMO9i Security
Topic Paper

Florida Safe Families Netwkr

Description
This containsnformation that describes the security grou

This information is populated by the application via
Employee Management page.

This table links user groups to security profiles. Informati
in this table is populated by the applicat\oa the User
Group Detail page

Topic name or grouping for security resources. This
information is populated by the developer and cannot be
modified from the system.

Contains informationhiat describes a security profile. . Th
table is populated by the application from the Security
Profile detail page.

This table links the security profiles to the resources. Thi
table is populated by the application from the Security
Profiles Detail page.

Thistable contains the actual system action/information t
a user is authorized to use. In FSFN each transaction co
a path and action.

This is a child table of SCRTY_RSRC. This table corgtair
the path and action information that SCY_RSRC contains
but each subesource is mapped to an actual resource.
Information in this table is entered if the developer wants
give implied access to a resource based on access to ar
resource. This tdé is populated by the developer and car
be modified by the application.

This contains information that describes the report secur
groups.

May 12 2017
Page49 of 52



MYFLFAMILIES.COM

1.3.2.

Reference Data

Drop Downs

Field Name:
Values:

Table Name:

Field Name:
Values:

Table Name:

1.3.3.

1.3.4.

1.3.5.

1.3.6.

1.3.7.

1.3.8.

T

1.3.9.
1

Security User Groups
User ceated and maintaine

SCRTY_GRP

Report Profile
User created and maintaint

RPT_SCRTY_GRP

Automated Messages
None
Checklists
None
Ticklers
None
Notifications
None

Text

None
Triggers
None
Reports

None
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1.4. Requirements Covered in this Paper
A SDI-004
SGRO005
SGR006
SGT-040
SGT-021
SSA001
SSA003
SSE008
SSE013
SSM-003
SSM-004
SSM-005
SSM-006
SSM-007
SSM-008
SSS001
SSS002
SSS010
SSS011
SSS012
SSS013
SSS015
SSS016
SSS017
SSS018

SSS019
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SSS023
SSS029
SSS031
SSS033
SSS036
SSS037
SSS038
CMG-018
FMP-051

o To Po Bo o Do Do Do I»

™

SSE012
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